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Abstract

Recent studies have suggested various side-channel attacks
for eavesdropping sound by analyzing the side effects of
sound waves on nearby objects (e.g., a bag of chips and win-
dow) and devices (e.g., motion sensors). These methods pose
a great threat to privacy, however they are limited in one of
the following ways: they (1) cannot be applied in real time
(e.g., visual microphone), (2) are not external, requiring the
eavesdropper to compromise a device with malware (e.g., Gy-
rophone), or (3) are not passive, requiring the eavesdropper
to direct a laser beam at an object (e.g., laser microphone).

In this paper, we introduce "Lamphone," a novel side-
channel attack for eavesdropping sound; this attack is per-
formed by using a remote electro-optical sensor to analyze
a light bulb’s frequency response to sound. We show how
fluctuations in the air pressure on the surface of a light bulb
(in response to sound), which cause the bulb to vibrate very
slightly (a millidegree vibration), can be exploited by eaves-
droppers to recover speech and singing, passively, externally,
and in real time. We analyze a light bulb’s response to sound
via an electro-optical sensor and learn how to isolate the audio
signal from the optical signal. We develop an algorithm to re-
cover sound from the optical measurements obtained from the
vibrations of a light bulb and captured by the electro-optical
sensor. Finally, we show that Lamphone is capable of recover-
ing speech audio with good/fair intelligibility from 45 meters
at a lower sound level than previous studies.

1 Introduction

Eavesdropping, the act of secretly or stealthily listening to
a target/victim without his/her consent [1], by analyzing the
side effects of sound waves on nearby objects (e.g., a bag of
chips) and devices (e.g., motion sensors) is considered a great
threat to privacy. In the past five years, various studies have
demonstrated novel side-channel attacks that can be applied
to eavesdrop via compromised devices placed in physical
proximity of a target/victim [10, 11, 16, 17, 20, 23, 29, 36].
In these studies, data from devices that are not intended to
serve as microphones (e.g., motion sensors [10, 11, 17, 23,

36], speakers [16], vibration devices [29], and magnetic hard
disk drives [20]) are used by eavesdropper to recover sound.
Sound eavesdropping based on the methods suggested in
the abovementioned studies is very hard to detect, because
applications/programs that implement such methods do not
require any risky permissions (such as obtaining data from a
video camera or microphone). As a result, such applications
do not raise any suspicion from the user/operating system
regarding their real use (i.e., eavesdropping). However, such
methods require the eavesdropper to compromise a device
located in proximity of a target/victim in order to: (1) obtain
data that can be used to recover sound, and (2) exifltrate the
raw/processed data.

To prevent eavesdroppers from implementing the above-
mentioned methods which rely on compromised devices, orga-
nizations deploy various mechanisms to secure their networks
(e.g., air-gapping the networks, prohibiting the use of vulner-
able devices, using firewalls and intrusion detection systems).
As aresult, eavesdroppers typically utilize three well-known
methods that don’t rely on a compromised device. The first
method exploits radio signals sent from a victim’s room to
recover sound. This is done using a network interface card
that captures Wi-Fi packets [32,33] sent from a router placed
in physical proximity of a target/victim. While routers exist in
most organizations today, the primary disadvantages of these
methods are that they cannot be used to recover speech [33] or
they rely on a precollected dictionary to achieve their goal [32]
(i.e., only words from the dictionary can be classified).

The second method, the laser microphone [24,25], relies
on a laser transceiver that is used to direct a laser beam into
the victim’s room through a window; the beam is reflected
off of an object and returned to the laser transceiver which
converts the beam to an audio signal. In contrast to [32,33],
laser microphones can be used in real time to recover speech,
however the laser beam can be detected using a dedicated
optical sensor. The third method, the visual microphone [13],
exploits vibrations caused by sound from various materials
(e.g., a bag of chips, glass of water, etc.) in order to recover
speech, by using a video camera that supports a very high
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frame per second (FPS) rate (over 2200 Hz). In contrast toTable 1: Summary of Related Work (NM - not mentioned in
the laser microphone, the visual microphone is totally passive,the paper).

so its implementation is much more dif cult for organiza- Exploited Device Saé“alzgng fgggld Technique
tions/victims to detect. However, the main disadvantage of otion Gyroscope [23] 500 Hz | 75 dB
this method, according to the authors, is that the visual micro- _ | sensors| Accelerometer [10,11,36] | 200Hz | 75dB | Classi cation

. . . . Fusi f
phone cannot be applied in real time, because it takes a few § motion sonsors [17] | 2KHZ | 8548
hours to recover a few seconds of speech, since processing=| Vibration motor [29] 16KHz | 80dB
. . . Misc. Speakers [16] 48 KHz NM Recovery
high resolution and high frequency (2200 frames per second) Magnefic hard drive [20] | 17 KHz | 90 dB

video requires Signi cant Computationa| resources. Radio | Networkinterface card [32]| 300Hz | NM | Classication
Receiver| Software-de nedradio [33] | 5MHz 95 dB Recovery

In this paper, we introduce "Lamphone," a novel side- Optical | High speed video camera [13]2200 FPS| 95 dB
channel attack that can be applied by eavesdroppers to recover | Sensor | Lasertransceiver [24,25] | 40 KHz
sound from a room that contains a oor/ceiling/desk light bulb.

Lamphone recovers sound optically via an electro-optical sen-and internal) and two sound recovery techniques. Then, we
sor which is directed at a oor/ceiling/desk bulb; such bulbs review and categorize related research focused on eavesdrop-
vibrate due to air pressure uctuations which occur naturally Ping methods and discuss the signi cance of Lamphone with
when sound waves hit the light bulb's surface. We explain respect to those methods.

how a bulb's response to sound (a millidegree vibration) can  Microphones are devices that convert acoustic energy
be exploited to recover sound, and we establish a criterion for (sound waves) into electrical energy (the audio signal) [3].
the sensitivity speci cations of a system capable of recover- Most microphones create electrical signals from sound waves
ing sound from such small vibrations. Then, we evaluate a using a three-step process involving the following compo-
bulb's response to sound, identify factors that in uence the nents [5]. (1) Diaphragm: In the rst step, sound waves (uc-
recovered signal, and characterize the recovered signal's betuations in air pressure) are converted to mechanical motion
havior. Based on our ndings, we present an algorithm we by means of a diaphragm, a thin piece of material (e.g., plastic,
developed in order to isolate the audio signal from the optical aluminum), which vibrates when it is struck by sound waves.
signal obtained by directing an electro-optical sensor at a light (2) Transducer: In the second step, when the diaphragm vi-
bulb. We evaluate Lamphone's performance on the task of brates, the coil (attached to the diaphragm) moves in the mag-
recovering sound and show that when eavesdroppers havaetic eld, producing a varying current in the coil through

a clear line of sight to a target light bulb, that may contain electromagnetic induction. (3) ADC (analog-to-digital con-
transparent objects (e.g., a glass window/door) between theverter): In the third step, the analog electric signal is sampled
light bulb and the eavesdroppers, Lamphone is capable of reto a digital signal at standard audio sample rates (e.g., 44.1,
covering speech audio (1) at 80 dB (the sound level of a Zoom 88.2, 96 kHz) using ADC.

conversation) with excellent intelligibility from a distance of There are two categories of eavesdropping methods which
25 meters and with good intelligibility from 45 meters, and (2) differ in terms of the location of the three componetits.

at 70 dB with fair intelligibility from a distance of 45 meters. ternal method$or eavesdropping are methods used to con-
In addition, we also evaluate Lamphone's performance on the vert sound to electrical signals that rely on a single device.
task of recovering sound from a light bulb located in an an This device consists of the abovementioned components (i.e.,
of ce building, that is covered in curtain walls. We show that = the three components are co-located) and is placed near the
eavesdroppers can exploit light emitted through curtain walls source of the sound (the victim/target). Internal methods rely
and recover sound from 25 meters with fair |nteII|g|b|I|ty on a Compromised device/sensor (e_g_, a Smartphone's gyro-

The rest of the paper is structured as follows: In Section scope [23], magnetic hard drive [20], or speaker [16]) that is
2, we review existing methods for eavesdropping. In Section |ocated in physical proximity to a victim/target and require

3, we present the threat model. In Section 4, we analyze thethe eavesdropper to exi trate the output (electrical signal)
response of a light bulb to sound. We present an algorithm for from the device (e.g., via the Internet).

recovering sound in Section 5, and in Section 6, we evaluate  gyiemal methodare methods where the three components
Lamphqnes performance on the' ta;k of recovering sound.; o not co-located. As with internal methods, the diaphragm
In Section 7, we describe potential improvements that canig |qcated in proximity of the source of the sound (the vic-

be made to optimize the quality of the recovered sound, andy;mtarget, however the diaphragm is based on objects (rather

we present countermeasure methods against the Lamphong, o, gevices), such as a glass window (in the case of the laser
attack in Section 8. We dI.SCUS.S the limitations of the attack microphone), a bag of chips (in the visual microphone [13]),
and suggest future work directions in Section 9. and a light bulb (in Lamphone). However, the other two com-

ponents are part of another device (or devices) that can be

2 Background & Related Work located far from the victim/target, such as a laser transceiver

In this section, we explain how microphones work and (in the case of the laser microphone), a video camera (in the vi-

describe two categories of eavesdropping methods (externakual microphone), or an electro-optical sensor (in Lamphone).

External

Recovery




There are two types of techniques used for eavesdropping: The laser microphone [24,25] is a well-known method that
classi cation and audio/sound recovery. uses an external device. In this case, a laser beam is directed
Classi cationtechniques can classify signals as isolated by the eavesdropper through a window into the victim's room;
words. The signals obtained are uniquely correlated with the laser beam is re ected off an object and returned to the
sound, however they are not comprehensible (i.e., the signalssavesdropper who converts the beam to an audio signal. For
cannot be recognized by the human ear) due to their poordecades, this method has been extremely popular in the area
quality (various factors can affect the quality, e.g., a low sam- of espionage; its main disadvantage is that it can be detected
pling rate). These methods require a dedicated classi cation using a dedicated optical sensor that analyzes the directed

model that relies on comparing a given signal to a dictionary laser beams.

compiled prior to eavesdropping (e.g., Gyrophone [23], Ac- The most famous method related to our research is the
celWord [36]). The biggest disadvantages of such methodsvisual microphone [13]. In this method, the eavesdropper
are that words that do not exist in the dictionary cannot be analyzes the response of material inside the victim's room
classi ed and word separation techniques required to remove(e.g., a bag of chips, water, etc.) to sound waves at 95 dB,
the silence. using video obtained from a high speed video camera (2200

Audio recovengonsists of techniques in which the recov- FPS), and recovers speech. However, as was indicated by
ered signal can be played and recognized by the human eathe authors, it takes a few hours to recover sound from a
(e.g., laser microphone, visual microphone [13], Hard Drive few seconds of video, because thousands of frames must be
of Hearing [20], SPEAKE(a)R [16], etc.). They do not com- processed. In addition, this method relies on a high speed
pare the obtained signal to a collection of signals gathered incamera (at least 2200 FPS), which is an expensive piece of
advance or require a dedicated dictionary. equipment.

Several studies [10, 11,17, 23, 36] have shown that measure- Two studies were able to recover speech from encrypted
ments obtained from motion sensors that are located in prox-VoIP by exploiting side effects of the compression’s process
imity of a victim can be used for classi cation. They variously ~(variable bitrate) [34, 35]. However, this paper focuses on
demonstrated that the response of MEMS gyroscopes [23]sound eavesdropping techniques than turn a physical object
accelerometers [10, 11, 36], and geophones [17] to sound ainto a diaphragm. Works that exploit a vulnerability in a
75-85 dB can be used to classify words and identify speakersdigital protocol are not in the scope of the paper. Table 1
and their genders, even when the sensors are located within #resents a summary of related work in the area of sound
smartphone and the sampling rate is limited to 200 Hz. Two €avesdropping.
other studies [16, 29] showed that the process of output de-
vices can be inverted to recover speech. In [29], the authors3  Threat Model
established a microphone by recovering sound at 80 dB from  |n this section, we describe the threat model and compare
a vibration motor, and in [16], the audio from speakers was it to methods presented in other studies. We assume a victim
recovered. A recent study [20] exploited magnetic hard disks |ocated inside a room/of ce that contains a hanging/desk/ oor
to recover audio, showing that measurements of the offset of|ight bulb. We consider an eavesdropper that is a malicious
the read/write head from the center of the track of the disk entity interested in spying on the victim in order to capture
can be used to recover songs and speech at 90 dB. the victim's conversations and make use of the information

The main disadvantages of the internal eavesdropping methprovided in the conversation (e.g., perform extortion based
ods mentioned above ([10,11,16,17,20,23,29,36]) are that (1)on private information revealed by the victim). In order to
they require the eavesdropper to compromise a device locatedecover the sound in this scenario, the eavesdropper performs
near the victim, and (2) security aware organizations imple-the Lamphone attack.
ment security policies and mechanisms aimed at preventing Lamphone consists of the following primary components:
the creation of microphones using such devices. (1) Telescope - This piece of equipment is used to focus the

Two studies [32, 33] used the physical layer of Wi-Fi pack- eld of view on the light bulb from a distance. (2) Electro-
ets to eavesdrop sound at 95 dB. In [33], the authors suggesteaptical sensor - This sensor is mounted on the telescope and
a method that analyzes the received signal strength (RSS) ineonsists of a photodiode (a semiconductor device) that con-
dication of Wi-Fi packets sent from a router to recover sound verts light into an electrical current. The current is generated
by using a device with an integrated network interface card.when photons are absorbed in the photodiode. Photodiodes
They showed that this method can be used to recover theare used in many consumer electronic devices (e.g., smoke
sound from a piano located two meters away, however thedetectors, medical devices). (3) Sound recovery system - This
authors did not demonstrate their method on the task of re-system receives an optical signal as input and outputs the
covering speech. In [32], the authors suggested a method thatecovered acoustic signal. The eavesdropper can implement
analyzes the channel state information (CSI) of Wi-Fi packets such a system with dedicated hardware (e.g., using capaci-
sent from a router to classify words. The main disadvantagetors, resistors, etc.). Alternatively, the eavesdropper can use
of this method is that it relies on a precollected dictionary. an ADC to sample the electro-optical sensor and process the



Figure 1: Lamphone's threat model: The sowmd{(t) from the victim's room (1) creates uctuations on the surface of the
desk/ oor/hanging light bulb (the diaphragm) (2). The eavesdropper directs an electro-optical sensor (the transducer) at the light
bulb via a telescope (3). The optical sigogit(t) is sampled from the electro-optical sensor via an ADC (4) and processed, using

an algorithm to recover the acoustic sigead (t) (5).

data using a sound recovery algorithm running on a laptop. In ers quite a wide portion of the audible frequency spectrum.
this study, we use the latter digital approach. Speech consists of vowel and consonant sounds; the vowel
The conversation held in the victim's room creates sound sounds and the cavities that contribute to the formation of
snd(t) that results in uctuations in the air pressure on the the different vowels range from 85 to 180 Hz for a typical
surface of the light bulb. These uctuations cause the bulb adult male and from 165 to 255 Hz for a typical adult female.
to vibrate, resulting in a pattern of displacement over time In terms of frequency, the consonant sounds are above 500
that the eavesdropper measures with an optical sensor thatiz (more speci cally, in the 2-4 kHz frequency range) [2].
is directed at the bulb via a telescope. The analog output ofAs a result, a telephone system samples an audio signal at 8
the electro-optical sensor is sampled by the ADC to a digital kHz. However, many studies have shown that an even lower
optical signalopt(t). The eavesdropper then processes the sampling rate is suf cient to recover comprehensible sound
optical signalopt(t), using an audio recovery algorithm, to  (e.g., 2200 Hz for the visual microphone [13]). In this study,
an acoustic signaind (t). Fig. 1 outlines the threat model. = we sample the electro-optical sensor at a sampling rate of 2-4
As discussed in Section 2, microphones rely on three com-kHz.
ponents (a diaphragm, transducer, and ADC). In Lamphone,
the light bulb is used as a diaphragm which captures the4 Bulbs as Microphones
sound. The transducer, in which the vibrations are converted In this section, we perform a series of experiments aimed
to electricity, consists of the light that is emitted from the at explaining why light bulb vibrations can be used to recover
bulb (located in the victim's room) and the electro-optical sound and evaluate a bulb's response to sound empirically.
sensor that creates the associated electricity (located outside
the room at the eavesdropper's location). An ADCisusedto 4,1 The Physical Phenomenon
convert the electrical signal to a digital signal in a standard  First, we measure the vibration of a light bulb when sound
microphone and in Lamphone. As a result, the Lamphonewaves hit the light bulb's surface, and we establish a crite-
method is entirely passive and external. rion for the sensitivity speci cations of a system capable of
The signi cance of Lamphone's threat model with respect recovering sound from these vibrations
to related work is that Lamphone: (1) is an external method
that relies on a line of sight between the optical sensor and4.1.1 Measuring a Light Bulb's Vibration
the bulb (as opposed to other methods that require eavesdrop- To measure the response of a light bulb to sound, we exam-
pers to compromise a device located in physical proximity ine how sound produced in proximity to the light bulb affects
of the victim [10, 16,17, 20, 23, 29, 32, 33, 36]), (2) relies on a bulb's three-dimensional vibration (as presented in Fig. 2).
an electro-optical sensor that is passive (as opposed to the Experimental Setup: We attached a gyroscope (MPU-6050
laser microphone [24,25] which utilizes an active laser beam), GY-521 [6]) to the bottom of an E27 LED hanging light bulb
(3) can be performed in real time (as opposed to the visual (12 watts); the bulb was not illuminated during this experi-
microphone [13]), (4) is a technique for sound recovery and ment. A Raspberry Pi 3 was used to sample the gyroscope
not for classi cation, so it does not rely on a pretrained dictio- at 800 Hz. We placed Logitech Z533 speakers very close to
nary or additional techniques for word separation (as opposedthe bulb (one centimeter away) and played various sine waves
to [10,17,23,32, 36]). (200, 150, 200, 250, 300, 350, 400 Hz) from the speakers at
In order to keep the digital processing as light as possible in three volume levels (60, 70, 80 dB). We obtained measure-
terms of computation, we want to sample the electro-optical ments from the gyroscope while the sine waves were played.
sensor with the ADC at the minimal sampling frequency that We repeated this experiment again for an E14 LED light bulb.
allows comprehensible audio recovery. Lamphone is aimed Results: Based on the measurements obtained from the
at recovering sound (e.g., speech, singing), and a suf cientgyroscope, we calculated the average peak-to-peak difference
sampling frequency is required. The spectrum of speech cov{in degrees) fog andf (which are presented in Fig. 3). The



Figure 2: A 3D scheme of a light bulbBigure 3: Peak-to-peak difference of anglesndq for E27 (left) and E14 (right) light
axes. bulbs at the 100-400 Hz spectrum.

Figure 4: The peak-to-peak movement for E14 (top) and E27
(bottom) bulbs at the range of 100-400 Hz.

Figure 5: Experimental setup: the telescope and the two light

average peak-to-peak difference was computed by Ca_|cu|atingbu|b8 that were used in the experiments. A PDA100A2 electro-
the peak-to-peak difference between every 800 consecutiveoptical sensor [8] is mounted on the telescope. The electro-
measurements (that were collected from one second of samoptical sensor outputs voltage that is sampled via an ADC
pling) and averaging the results. The frequency response as 4NI-9234) [7] and processed in LabVIEW.
function of the average peak-to-peak difference is presented _ .
in Fig. 3. The results presented in Fig. 3 reveal three inter-4'1'2 Capturing the Optical Changes
esting insights: the average peak-to-peak difference for the \We now explain how eavesdroppers can determine the sen-
angle of the bulb is: (1) very small (1-7 millidegrees for an Sitivity of the equipment (an electro-optical sensor, telescope,
E27 light bulb and 2-35 millidegrees for an E14 light bulb), and ADC) needed to recover sound based on a bulb's vibra-
(2) increases as the volume increases, and (3) changes as¥n. The graphs presented in Fig. 3 establish a criterion for
function of the frequency. recovering sound: the eavesdropping system (consisting of an
electro-optical sensor, telescope, and ADC) must be sensitive

Based on the known formula of the spherical coordinate €nough to capture the small optical differences that are the
system [9], we calculated the 3D vector (x,y,z) that represents result of a hanging bulb's vibrations of 3.5-55 microns.
the peak-to-peak vibration on each of the axes. We calculated In order to demonstrate how eavesdroppers can determine
the Euclidean distance between this vector and the vector ofthe sensitivity of the equipment they will need to satisfy the
the initial position. Fig. 3 presents the results which show that abovementioned criterion, we conduct another experiment.
sound caused caused a movement of 3.5-12 microns of the Experimental Setup: We directed a telescope (with a lens
E27 light bulb and a vibration of 17-55 microns of the E14 diameter of 25 cm) at a 1050 lumens E27 LED bulb (as can
light bulb. be seen in Fig. 5). We mounted an electro-optical sensor (the



Table 2: Expected Voltage for Each Frequency (based on linear equations calculated from Fig. 6 and expected movement from
Fig. 4). Green cells can be detected by a 24 bit ADC and yellow cells can be detected by a 32 bit ADC.

Expected voltage change for E14 light bulb Expected voltage change for E27 light bulb
Distance | Linear equation 150Hz | 200Hz | 250Hz | 300Hz | 350 Hz | 400 Hz 150Hz | 200Hz | 250 Hz | 300 Hz | 350 Hz ‘ 400 Hz
Im-2m | y=-0.59x+2.56 | 10.2uV| 10.8 uV | 10.2uV| 33 Vv 13.2pV | 31.8pV | 222pV | 24pV | 54V | 72pV | 252pV 2.4 pv
2m-3m | y=-052x+2.41 | 89puV | 942uV| 89V | 288pV| 11.5uV| 27.74pV| 1.94uV | 2.09pV | 471V | 628V | 220V 2.9V
3m-4m | y=-0.14x+1.27 [ 247 pV | 2.62 0V | 247 pV | 7.98 pV | 3.2V | 7.7 pV 0.54 V| 058V | 1.831uV | 1.74pV | 0.61pV  0.58 pv
Am-6m | y=-0.136+124 | 127 uV| 1.34uV| 127 pV| 411pV | 164V | 395pV | 051 uV| 0.55uV | 1.23uV| 1.64pV| 057 v 0.55 pv
6m-7m | y=-012x+1.14 | 21pV | 222uV| 2.1pV | 664V | 271V | 654V | 0.43uV| 0.49pV | 121 pV| 148V | 0.51pv  0.49 pv
7m-9m | y=-0.1x+1.02 1.7pv | 1.8uV | 1.7puV | 55puVv | 22pvV | 53pv 037V | 0.4pv | 09V | 1.2pV | 042puV 0.4 pv
9m - 10m| y =-0.005x + 0.16] 0.09 uV | 0.09 uV | 0.09 uv | 0.28 V| 0.11pVv | 0.28pVv | 19nV 21 nV 47 nV 63 nV 22nV  21nV

and its vibrations are smaller). The green cells in Table 2
indicate frequencies that can be recovered by a 24-bhit ADC
(i.e., their value is greater than Qu¥). As can be seen from
the table, the setup we used is not sensitive enough to recover
the entire measured spectrum of: (1) an E14 light bulb from
a range beyond nine meters, and (2) an E27 light bulb from
, ) ) a range beyond three meters. In order to recover frequencies
Figure 6: Output obtained from the electro-optical Sensor g, 5 greater distance, an ADC that provides a higher sensi-
from various ranges. tivity is required. A 32-bit ADC with an input range of [-5,5]

Thorlabs PDA100A2 [8], which is an ampli ed switchable Voltage provides a sensitivity of:
gain light sensor that consists of a photodiode, used to convert 10
light to electrical voltage) to the telescope. The voltage was 53 . 2.3nV (2)
obtained from the electro-optical sensor using a 24-bit ADC 2 1
NI-9234 card [7] and was processed in a LabVIEW script that A sensitivity of 2.3 nV, which is provided by a 32-bit ADC,
we wrote. The internal gain of the electro-optical sensor was is suf cient for recovering the entire spectrum (100-400 Hz)
set at 50 dB. We placed the telescope at various distances (1in the ranges that were measured, because the smallest vibra-
2,3,4,6,7,9, 10 meters) from the light bulb and measured tion of the bulb (3.5 microns) is expected to yield a difference
the voltage that was obtained from the electro-optical sensorof 19 nV (for a frequency of 150 Hz and a range of 10 meters).
at each distance. The yellow cells in Table 2 indicate the frequencies that can

Results: The results of this experiment are presented in Figbe recovered by a 32-bit ADC (i.e., their value is greater than
6. These results were used to compute the linear equatior?-3 nV and lower than 0.6 ).
between each two consecutive points. Based on the linear In order to optimize the setup so it can be used to detect
equations, we calculated the expected voltage for each exfrequencies that cannot be recovered, eavesdroppers can: (1)
pected movement in the 100-400 Hz spectrum for E27 andincrease the internal gain of the electro-optical sensor, (2) use
E14 light bulbs for a sound level of 80 dB (based on the results @ telescope with a lens capable of capturing more light (we
from Fig. 4). The linear equations and the expected voltage demonstrate this later in the paper), or (3) use an ADC that
for each movement are presented in Table 2. provides greater resolution and sensitivity.

We now explain how to use the data in Table 2 in order
to determine which frequencies can be recovered from the4.2  Exploring the Optical Response to Sound
obtained optical measurements for a sound level of 80 dB. A The experiments presented in this section were performed
24-bit ADC with an input range of [-5,5] voltage (e.g., like to evaluate bulbs' response to sound. The experimental setup
the card used in our experiments) provides a sensitivity of: described in the previous subsection (presented in Fig. 5) was

also used throughout these set of experiments.

10
57 0.6 uv 1) . . . .
2% 1 4.2.1 Characterizing Optical Signal in Silence
Analyzing Table 2, we nd that a sensitivity of 0,6V First, we learn the characteristics of the optical signal when

(which is provided by a 24-bit ADC) is suf cient for recover- no sound is played.

ing the entire spectrum (100-400 Hz) from a maximum range  Experimental setup: We obtained ve seconds of optical
of nine meters for an E14 light bulb, because the smallestmeasurements from the electro-optical sensor when no sound
vibration of the bulb (17 microns) from this range is expected was played in the lab.

to yield a difference of 1.7V (for a frequency of 150 Hz and Results: The FFT graph extracted from the optical mea-
a range of nine meters). In the case of an E27 light bulb, the surements when no sound was played is presented in Fig.
sensitivity provided by a 24-bit ADC is suf cient to recover 7. Each bulb works at a xed light frequency (e.g., 100 Hz).
the entire spectrum from a shorter range of up to three metersSinceopt(t) is obtained via an electro-optical sensor directed
(because the E27 light bulb is heavier than the E24 light bulb, at a bulb, the light frequency and its harmonics are added to



Figure 7: Baseline - FFT of the opticBlgure 8: Difference in FFT before amdgure 9: SNR for a desk lamp at 100-2000
signal in silence (no sound is played).when an air horn was used. Hz.

Figure 10: SNR for a hanging light bulb Bigure 11: A comparison of the SNR ob-
100-2000 Hz. tained from various bulbs.

the raw signabpt(t). These frequencies strongly impact the each sine wave was played for two seconds. We played the
optical signal and are not the result of the sound that we wantaudio le via the speakers near the bulb at three volume levels
to recover. From this experiment we concluded that ltering (60, 70, 80 dB) and obtained the optical signal via the electro-

will be required. optical sensor.
Results: Figs. 9 and 10 present the SNR obtained from the
4.2.2 Bulb's Response to a Single Sine Wave desk lamp light bulb and the hanging light bulb. Analyzing the

Next, we show that the effect of sound on a nearby bulb can Signal with respect to the original signql reveals two insights:
be exploited to recover sound by analyzing the light emitted (1) The response of the recovered signal decreases as the
from the bulb via an electro-optical sensor in the frequency frequency increases until its power reaches same level as the
domain. noise. (2) The SNR improves as the volume increases. From

Experimental Setup: In this experiment, we used an air horn this experiment we concluded that we would have to increase
that plays a sine wave at a frequency of 518 Hz. We pointed the SNR using speech enhancemgnt and den0|S|.ng tlechnlques,
the electro-optical sensor at the bulb and obtained optical@nd strengthen the response of higher frequencies in order to
measurements. Then we placed the air horn ve centimeters'€cover them using an equalizer.
away from the bulb and operated the horn, obtaining sensor
measurements as we did so. 4.2.4 Various Bulbs' Responses to Sound

Results: Fig. 8 presents two FFT graphs created from two  Next, we compare the response of various bulbs to sound.
seconds of optical measurements obtained before and while Experimental Setup: We repeated the previous experiment
the air horn was used. As can be seen from the results, théor three different types of 12 watt E27 bulbs: LED, orescent,
peak that was added to the frequency domain at around 518nd incandescent. In each experiment, a different bulb was
Hz shows that the sound the air horn produced affects theused, along with the same audio le; we obtained the optical
optical measurements obtained via the electro-optical sensommeasurements via the electo-optical sensor, resulting in an
In this experiment, we speci cally used a device (air horn) that optical signal for each of the bulbs.
does not create an electro-magnetic side effect (in addition Results: We calculate the SNR obtained from the three
to the sound), in order to prove that the results obtained areoptical signals. Fig. 11 presents the results. As can be seen,
caused by uctuations in the air pressure on the surface of the sound can be recovered from the three bulbs that were tested.
bulb (and not by anything else). However, the SNR of the LED and incandescent bulbs is much

higher than the SNR obtained from the uorescent bulb.

4.2.3 Bulb's Response to Sound at 100-2000 Hz
In the next experiment, we tested the response of ahangd Sound Recovery Model
ing light bulb and the light bulb in a desk lamp to a wide In this section, we leverage the ndings presented in Sec-
spectrum of frequencies. These experiments were conductedion 4 and present Algorithm 1 for recovering audio from
using speakers that were placed ve centimeters away from measurements obtained from an electro-optical sensor di-
the light bulb on a dedicated stand. rected at a light bulb. We assume tlsat(t) is the audio
Experimental Setup: We created an audio le that consists that is played inside the victim's room. The input to the algo-
of various sine waves (120, 170, 220, .... 1020 Hz) where rithm is (1)optical stream a pointer to the optical stream



Figure 12: The effect of each stage of Algorithm 1 in recovering the word "lamb" from an optical signal.

(the output of an ADC that samples the electro-optical sen-speech [31] (line 14 in Algorithm 1).

sor), (2) fsthe frequency that the ADC samples, and (3) a  4) Equalizer Equalization is the process of adjusting the
equalizer functionthat is used for balancing. The stages balance between frequency components within an electronic
of Algorithm 1 for recovering sound are described below and signal. We use an equalizer in order to amplify the response

presented in Fig. 12. of weak frequencies. The equalizer is provided as input to
Algorithm 1 and applied in its last stage (line 16).

Algorithm 1 Recovering Audio from Optical Signal The techniques used in this study to recover speech are
1: INPUT: optical-stream, fs, equalizer-function extremely popular in the area of speech processing; we used
2 bulbFs = 100 them for the following reasons: (1) the techniques rely on a
3: while (lisEmpty(optical-streamjlo) speech signal that is obtained from a single channel; if eaves-
4 /*Read from optical-stream to a buffer*/ droppers have the capability of sampling the light bulb using
5 opt[] = read(optical-stream.fs) other sensors, thereby obtaining several signals via multiple
6: snd* = opt channels, other methods can also be applied to recover an
7 /*Filtering side effects*/ optimized signal, (2) these techniques do not require any prior
8 for (i = bulbFs; i < fs/2; i+=bulbFsjo data collection to create a model; novel speech processing
9: snd* = bandstop(i,snd*) methods use neural networks to optimize the speech quality in

noisy channels, however such neural networks require a large

. * i _ *
1o: [*Scaling to [-1, 1/ amount of data for the training phase in order to create robust

11: min = min(snd*), max = max(snd*) ! .

_ . L models, a requirement that eavesdroppers would likely prefer
12: for (i = 0; i <len(snd*); i+=1)do ; : o )

_ o] = -1 + (snd fi] min) 2 to avoid, and (3) the techniques can be applied in real-time
13: SN max min applications, so the optical signal obtained can be converted
14: /*Noise reduction*/ to audio with minimal delay.

15: snd* = spectral-subtraction(snd*)
16: [*Balancing*/ .
17: snd* = equalizer(snd*,equalizer-function) 6 Evaluation
18: play (snd*) In this section, we evaluate the performance of the Lam-
phone attack in terms of its ability to recover sound from
o ] . . . the light bulb of a desk lamp and a hanging light bulb. We

1) Filtering Side EffectsAs discussed in Section 4 and  gart by comparing the performance of Lamphone to the vi-
presented in Fig. 7, there are factors which affect the optical g 5 microphone in a lab setup. We continue by testing the
signalopt(t) that are not the result of the sound played (€.9., j, yence of distance and sound volume on the performance
peaks which are added to the spectrum that are the result of¢ Lamphone when there are no obstacles or only transpar-
the lighting frequency of the light bulb and its harmonics - 100 gnt gpstacles exist between the light bulb and the telescope
Hz, 200 Hz, etc.). We lter these frequencies using bandstop (e g transparent glass window/door). Finally, we evaluate the
lters (lines 7-8 in Algorithm 1). The effect of the Iters | 3;yphone's performance for recovering sound using light
applied to the optical signal is illustrated in Fig. 12. emitted through the curtain walls on an of ce building at our

2) Speech Enhancemer@peech enhancement (using au- ynjversity.
dio signal processing techniques) is performed to optimize  The reader can assess the the quality of the recovered sound
the speech quality by improving the intelligibility and over- y;isally by analyzing the extracted spectrograms, qualitatively
all perceptual qua!lty of the speech signal. We enhance theby listening to the recovered audio signal onlinend quanti-
speech by normalizing the values @i(t) to the range of  (aively based on metrics used by the audio processing com-
[-1,1] (lines 10-12 in Algorithm 1). The impact of this stage  mynity to compare a recovered signal to its original signal:
is enhancement of the signal (as can be seenin Fig. 12). (1) ntelligibility - a measure of how comprehensible speech

3) Noise ReductionNoise reduction is the process of re- s in given conditions. Intelligibility is affected by the level

moving noise from a signal in order to optimize its quality. and quality of the speech signal, and the type and level of
We reduce the noise by applying spectral subtraction, one

of the rst techniques proposed for denoising single channel 1 https://youtu.be/OeaFXXS7eU4




Table 3: Comparison between the results of Visual Microphone (VM) and Lamphone for Sound Recovery of Speech.

Intelligibility LLR WSS NIST STNR

Speech VM [HL [DL | VM |HL |[DL |VM HL DL VM HL | DL
Female speaker - fadg0, sal'She had your dark suit in greasy wash water all yeaf.72 | 0.74 | 0.72 | 1.47 | 1.93| 1.79 | 120.29| 88.2 | 75.55| 26.8 | 16.8 | 16
Female speaker - fadg0, sa2'Don't ask me to carry an oily rag like that" 0.65| 0.69| 0.67| 1.37| 2.44| 2.1 | 197.83| 68.82| 71.76| 43.3 | 3.8 | 45
Male speaker - mees0, sall "She had your dark suit in greasy wash water all yea0.59 | 0.75] 0.7 | 1.31| 2.03| 1.72 | 149.55| 72.81| 63.1 | 27.3 | 14 10.3
Male speaker - mccs0, sa2 "Don't ask me to carry an oily rag like that" \ 0.67| 0.76| 0.71| 1.55| 2.09 | 1.86 | 137.04| 72.92 | 59.23| 18 3 2.8
Male speaker - mabwO, sal "She had your dark suit in greasy wash water all yeaf.77 | 0.69 | 0.67 | 1.68 | 1.71| 1.48 | 211.11| 72.71| 54.97| 6 16 55
Male speaker - mabwO, sa "Don't ask me to carry an oily rag like that" 0.72] 0.73] 0.69| 1.81| 2.09| 1.89 | 162.11| 74.35| 73.77| 258 | 4.3 | 5.3

Average 0.68 | 0.72| 0.69| 1.53| 2.04 | 1.8 | 162.98| 74.96 | 66.39 | 24.53| 9.65| 7.4

background noise and reverberation [4]. To measure intelli-placed speakers on a dedicated stand so their vibrations won't
gibility we used the metric suggested by [30] which results affect the bulbs. We played the same six sentences from the
in values between [0,1]. The results are classi ed as follows: TIMIT repository that were recovered by the visual micro-
bad [0,0.3], poor [0.3,0.45], fair [0.45,0.6], good [0.6,0.75], phone via the speakers at the same volume level used in
and excellent [0.75,1] [4]. (2) Log-Likelihood Ratio (LLR) the visual microphone study (95 dB). In our experiment, the
- a metric that captures how closely the spectral shape of aesavesdropping equipment was placed 2.5 meters from the
recovered signal matches that of the original clean signal [28].light bulbs, behind a closed door. Our experimental setup is
This metric has been used in speech research for many yearpresented in Fig. 5 .
to compare speech signals [12] and is also used to evaluate the Results: We applied Algorithm 1 on the optical measure-
quality of non-speech audio [15]. A lower LLR indicates bet- ments and recovered speech. The recovered audio signals are
ter sound quality. (3) Weighted Spectral Slope (WSS) - a dis- available onliné where they can be heard. The spectrograms
tance measure that computes the weighted difference betweermnf the six recovered sentences can be seen in Figs. 20 and
the spectral slopes in each frequency band [22]. The spectrall in the appendix. The intelligibility, LLR, WSS, and NIST-
slope is the difference between adjacent spectral magnitudesSNR of the recovered signals is reported in Table 3 which
in decibels. A lower WSS indicates better speech quality. (4) also contains the results reported in the visual microphone
NIST Speech SNR (NIST-SNR) - the speech to noise ratio study for each of the six recovered sentences. The results
de ned as the logarithmic ratio between the speech power presented in Table 3 reveal four interesting insights: (1) The
and noise power estimated over 20 consecutive millisecondsaverage intelligibility of the speech recovered by Lamphone
A higher NIST-SNR indicates better sound quality. from a hanging bulb is 0.04 higher (better) than the average
We used the following equipment and con gurations to intelligibility of the speech recovered when using the visual
recover sound in all of the experiments conducted and de-microphone. (2) The average LLR of the speech recovered by
scribed in this section: a telescope (SkyWatcher with a 35cm the visual microphone is lower (better) when using Lamphone
lens diameter) was directed at the light bulbs. We mountedwith both a desk lamp light bulb (average LLR of .27) and a
an electro-optical sensor (Thorlabs PDA100A2 [8]) to the hanging bulb (average LLR of .51). (3) The average WSS of
telescope. The voltage was obtained from the electro-opticalthe speech recovered using Lamphone with both a desk lamp
sensor using a 24-bit ADC NI-9234 card [7] and was pro- light bulb (average LLR of .27) and a hanging bulb (average
cessed in a LabVIEW script that we wrote. The sampling LLR of .51) is lower (better) at 96.59 and 88.02 than the
frequency of the ADC was con gured at 2 KHz. In the rest speech recovered by the visual microphone. (4) The average
of this section we refer to this setup as the eavesdroppingNIST-SNR of the speech recovered by the visual microphone
equipment. The level of the played sound was measured withis higher (better) than the average NIST-SNR of the recov-

a professional decibel meter. ered speech from the recovered speech when using Lamphone
with a desk lamp light bulb (average NIST-SNR of 17.1) and
6.1 Comparing Lamphone to the Visual Mi-  ahanging bulb (average NIST-SNR of 14.8).
crophone Analyzing the results of this set of experiments, we con-

First, we compare the performance of Lamphone to that of clude that the quality of the recovered speech by Lamphone

the visual microphone [13]. The authors proposing the visual 31d the visual microphone is at the same level. The answer

microphone demonstrated the recovery of six sentences fromt© the guestion of which method is better depends on the

the TIMIT repository [14] by playing the sentences via speak- metric used to eyaluate the methods. .Fo.r some metrics, !_am-

ers and analyzing the resuiting vibrations of a bag of chips via phpne methoq yields better results while in other cases, visual

a high frequency video camera (2200 FPS) from a distanceMicrophone yields better results.

of two meters. We compare Lamphone's performance when )

recovering the same sentences by analyzing the vibrations o6.2 The Inuence of Sound Level and Dis-

two 12 Watt E14 light bulbs: a (1) hanging light bulb and (2) tance on Lamphone's Performance

a light bulb in a desk lamp. Next, we evaluate the in uence of distance and sound vol-
Experimental Setup: We duplicated the experimental setupume on Lamphone's performance. In this case, we assume

used in the visual microphone study [13] as follows: We that there are no obstacles between the light bulb and the
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