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Abstract—In this paper, we present video-based cryptanalysis,
a new method used to recover secret keys from a device by
analyzing video footage of a device’s power LED. We show that
cryptographic computations performed by the CPU change the
power consumption of the device which affect the brightness of
the device’s power LED. Based on this observation, we show how
attackers can exploit commercial video cameras (e.g., an iPhone
13’s camera or Internet-connected security camera) to recover
secret keys from devices. This is done by obtaining video footage
of a device’s power LED (in which the frame is filled with the
power LED) and exploiting the video camera’s rolling shutter
to increase the sampling rate by three orders of magnitude
from the FPS rate (60 measurements per second) to the rolling
shutter speed (60K measurements per second in the iPhone 13
Pro Max). The frames of the video footage of the device’s power
LED are analyzed in the RGB space, and the associated RGB
values are used to recover the secret key by inducing the power
consumption of the device from the RGB values. We demonstrate
the application of video-based cryptanalysis by performing two
side-channel cryptanalytic timing attacks and recover: (1) a 256-
bit ECDSA key from a smart card by analyzing video footage of
the power LED of a smart card reader via a hijacked Internet-
connected security camera located 16 meters away from the smart
card reader, and (2) a 378-bit SIKE key from a Samsung Galaxy
S8 by analyzing video footage of the power LED of Logitech Z120
USB speakers that were connected to the same USB hub (that
was used to charge the Galaxy S8) via an iPhone 13 Pro Max.
Finally, we discuss countermeasures, limitations, and the future
of video-based cryptanalysis in light of the expected improvements
in video cameras’ specifications.

I. INTRODUCTION

Video cameras have become one of the most ubiquitous
types of sensors used, and today they are integrated in a
variety of devices/systems (e.g., smartphones, drones, au-
tonomous vehicles) and deployed as standalone devices/sys-
tems (e.g., surveillance/security cameras, webcams) in smart
cities, houses, offices, businesses, and other settings. The wide
deployment of video cameras in devices and systems enabled
the development of new automatic capabilities/functionality,
however it has also created new privacy risks resulting from
their deployment in residential neighborhoods, urban environ-
ments, etc. While many studies analyzed and discussed the
risks posed by video cameras to individuals’ privacy in the
physical world (e.g., spying [1–4], sound/speech eavesdrop-

ping [5–7]), little is known about the risks posed by video
cameras to information confidentiality in the digital world.

In this paper, we present video-based cryptanalysis, a new
side-channel cryptanalytic attack that can be performed by
attackers to recover a secret key from a target device by
obtaining video footage of the target device’s power LED
using a commercial video camera (e.g., the video camera of
a smartphone or an Internet-connected security camera). We
show how attackers can exploit video footage of a device’s
power LED to recover a device’s secret key. This is possible
because the intensity/brightness of the device’s power LED
correlates with its power consumption, due to the fact that
in many devices, the power LED is connected directly to the
power line of the electrical circuit which lacks effective means
(e.g., filters, voltage stabilizers) of decoupling the correlation.

We empirically analyze the sensitivity of video cameras
and show that they can be used to conduct cryptanalysis
because: (1) the limited eight-bit resolution (a discrete space
of 256 values) of a single RGB channel of video footage of
a device’s power LED is sufficient for detecting differences
in the device’s power consumption which are caused by
the cryptographic computations, and (2) the video camera’s
rolling shutter can be exploited to upsample the sampling rate
of the intensity/brightness of the power LED in the video
footage to the level needed to perform cryptanalysis, i.e.,
increasing the number of measurements (sampling rate) of
the intensity/brightness of the power LED in video footage
by three orders of magnitude from the FPS rate (which
produces 60-120 measurements per second) to the rolling
shutter rate (which produces 60K measurements per second
in the iPhone 13 Pro Max), by zooming the video camera
on the power LED of the target device so the view of the
LED fills the entire frame of the video footage. By doing so,
attackers can use a readily available video camera to perform
cryptanalysis remotely instead of the professional dedicated
sensors typically used (e.g., a scope, software-defined radio).

First, we show that standard video cameras can detect
changes in the power supply to a power LED at a higher
frequency than their FPS (frames per second) rate (by ex-
ploiting their rolling shutter). Then, we discuss two potential
threat models that attackers can use to apply video-based
cryptanalysis, based on the type of the power LED of the

https://www.nassiben.com/video-based-crypta


ii

device: (1) for devices with standard on/off power LEDs,
attackers can obtain video footage using their smartphone's
video camera (i.e., attackers must have physical access to the
target device), and (2) for devices with indicative power LEDs
(in which the color of the power LED changes in response to
a CPU operation), attackers can obtain the video footage using
a nearby compromised Internet-connected video camera (i.e.,
attackers can apply the attack remotely over the Internet).

Next, we demonstratevideo-based cryptanalysisand apply
two cryptanalytic attacks published in the last few years in
order to recover: (1) a 256-bit ECDSA key from a smart
card (exploiting the vulnerability presented in [8, 9]). The
ECDSA key is recovered by analyzing video footage obtained
via an Internet-connected video camera located sixteen meters
away from the smart card, (2) a 378-bit SIKE key from a
Samsung Galaxy S8 (exploiting the vulnerability presented
in [10]). The key is recovered by analyzing video footage
obtained by an iPhone 13 Pro Max's video camera of a
power LED of speakers that were connected to the same
USB hub (which was used to charge the Samsung Galaxy
S8). Finally, we raise concern regarding the possibility that
a greater number of devices will be exposed tovideo-based
cryptanalysisin light of the existing improvements in video
camera specs (which include: an increased shutter speed, a
wider RGB space, and improved zoom capabilities) and in
light of the expected improvements in video cameras specs
(based on Moore's Law).

Contributions. (1) We show that the combination of vul-
nerable cryptographic algorithms (i.e., that are vulnerable
to cryptanalytic side-channel attacks) and vulnerable power
LEDs (i.e., that their color/brightness leak information) can be
exploited by attackers to recover secret keys in a weaker threat
model with respect to SOTA works.Video-based cryptanalysis
relies on video cameras, which are much more common
and readily available than the equipment used to conduct
cryptanalysis in prior works (e.g., a scope, probe, software-
de�ned radio) and allow attackers to apply the attack in a non-
intrusive manner using video footage. (2) Attack vector - We
demonstrate two non-intrusive attack vectors (with physical
proximity and over the Internet) to applyvideo-based crypt-
analysis that can be exploited to perform existing and new
cryptanalytic side-channel attacks, depending on the type of
device's power LED. (3) Exposure - We show that at least six
commercial smart card readers (that we bought on Amazon)
and a smartphone leak information that can be exploited to ap-
ply video-based cryptanalysisdirectly from their power LEDs
or indirectly via the power LEDs of connected peripherals
(speakers, USB hubs).

Structure. In Section II, we review related work. The threat
model is presented in Section III. In Section IV, we analyze
the bandwidth captured by video cameras of power LEDs. In
Sections V-VI, we demonstrate the application of video-based
cryptanalysis and recover ECDSA and SIKE keys from various
devices. In Section VII, we describe countermeasures, and in
Section VIII, we discuss limitations. Finally, in Section IX,
we discuss our �ndings and present the responsible disclosure
we performed.

II. RELATED WORK

Cryptanalysis. Cryptanalytic side-channel attacks which
exploit the correlation between the cryptographic computations
performed by a device and its physical emanations have
been demonstrated in many studies. Those studies exploited
the variation in a device's power consumption to recover
secret keys by measuring a device's power consumption (e.g.,
[11, 12]) or by measuring other side effects, including EMR
leakage (e.g., [13–19]) and acoustic noise (e.g., [20]).

In some studies [21–23] cryptanalysis was performed by
capturing near-infrared photons emitted from switching tran-
sistors located on the back of �eld programmable gate ar-
rays (FPGAs) during the execution of a proof-of-concept
implementation of cryptographic algorithms. However, the
suggested attacks are ineffective against commercial devices,
because their electrical circuits are encapsulated in light-
blocking covers (e.g., in smartphones). Moreover, these attacks
were not demonstrated on a commercial consumer device
running a common cryptographic library.

Power LEDs.Discussion regarding the risks posed to infor-
mation con�dentiality stemming from the correlation between
the intensity of a power LED to the power consumed by the
device [24] began over 20 years ago [25]. However, prior re-
search demonstrating methods capable of exploiting a device's
power LED for data ex�ltration relied on preinstalled malware
[26–28] that actively triggered and controlled a device's LED
(e.g., a keyboard [26], router [27], hard drive [28]) in order
to establish opticalcovert channels. A more recent study
presented a side-channel attack to recover speech from virtual
meetings by exploiting the power LED of speakers used in the
meeting [29, 30].

Rolling Shutters. A few studies demonstrated sound recov-
ery from video footage by exploiting a video camera's rolling
shutter and analyzing the movements of objects in response to
nearby sound [5–7].

III. T HREAT MODEL & U PSAMPLNG THESAMPLING RATE

A. Threat Model

In video-based cryptanalysis, the attacker recovers secret
keys from a target device using video footage of the power
LED of the target device (i.e., a direct attack) or of the power
LED of a connected peripheral (i.e., an indirect attack) whose
power consumption is also affected by the power consumption
of the target device. The attacker exploits the correlation
between the intensity/brightness of a device's power LED and
the device's power consumption (which is affected by the cryp-
tographic operations performed); this correlation stems from
the fact that in many devices, the power LED is connected
directly to the power line of the device's electrical circuit
which lacks effective means (e.g., �lters, voltage stabilizers)
of decoupling the correlation. This correlation, which can be
detected by analyzing the RGB values of the device's power
LED in video footage, is used by the attacker to perform
cryptanalysis. In order to achieve a sampling rate that can
be used for cryptanalysis, the attacker uses the video camera's
rolling shutter to upsample the sampling rate by �lling the
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entire frame with the LED (a detailed explanation of this is
provided later in this section).

Target Device. We assume that a target device is performing
cryptographic operations. The cryptographic operations can
be initiated by: (1) the user of the device, e.g., by opening
a TLS session to access an HTTPS website or by using a
VPN, or (2) an attacker, e.g., by sending the device messages
aimed at triggering automatic digital signing. We assume that
the target device contains a power LED or is connected to
another device/peripheral that contains a power LED (e.g.,
speakers, USB hub); the power LED of the target device or
the connected peripheral is one of type types of LEDs: (1)
A standard on/off power LED (type 1) - This is the most
common type of power LED integrated in devices. In this
case, the color of the LED does not change, and it emits
light only when the device is turned on. The brightness of the
LED changes very slightly in response to the level of power
consumption, however these changes are imperceptible to the
human eye. (2)An indicative power LED (type 2): This
type of power LED is very common in smart card readers,
and its color changes in response to triggered cryptographic
operations.

Attacker . We consider an attacker that is a malicious entity
interested in recovering a secret key from the target device in
order to: (1) decrypt previous and future cryptograms that were
delivered to the target device and intercepted by the attacker,
or (khz) sign on a message on behalf of a target device. We
assume that the attacker can obtain video footage of the power
LED.

Video Acquisition. We consider two types of video footage
acquisition models, which are based on the type of power
LED. (1) Close video acquisition- In this acquisition model,
the attacker uses their smartphone's video camera to obtain
the video footage. In this case, we assume that the power
LED (type 1 or 2, which are described above) of a device or
connected peripheral leaks information from its power LED
(which correlates with the cryptographic operations). We also
assume that the attacker has access to the room in which
the target device is located and can use their smartphone
to obtain video footage of the power LED of the victim
device (or the connected peripheral) while the target device is
performing cryptographic operations. (2)Over the Internet
video acquisition - In this acquisition model, the attacker
obtains the video footage using a hijacked Internet-connected
security camera. In this case, we assume that the attacker is
able to compromise a 360� Internet-connected video camera
with an optical zoom which is located near the target device
(up to 16 meters away). We assume that the attacker can
control the video camera using its API, use it to zoom and
record video footage of the power LED of the target device (or
the connected peripheral), and ex�ltrate the footage over the
Internet to the attacker's possession. In this video acquisition
model, we also assume that the device consists of an indicative
power LED (type 2) and that the differences in the color of
the device's power LED triggered by cryptographic operations
can be detected from a distance.

Compromising an Internet-connected video camera is a
fair assumption considering that various studies that analyzed

Fig. 1. A rolling shutter of a video camera. In every frame period the rolling
shutter scans an object vertically and exposes the shutter for a short time
determined byE . The time it takes to scan a single frame is denoted byS.
Between two consecutive frames there is a transition period, during which the
object is not captured by any frame, which is denoted byT .

IP cameras' security concluded that they are poorly secured
against cyber-attacks and allow attackers to remotely hijack
and control them over the Internet [31–33]. The poor se-
curity level of IP cameras has been exploited in the wild
by the famous Mirai and BASHLITE botnets that targeted
many Internet-connected video cameras as hosts for their bots
[34, 35].

Signi�cance. We note that the threat model is non-invasive
(in contrast to power traces which require connecting a scope
to the device in order to obtain power measurements), relies on
common/ubiquitous equipment (as opposed to other methods
that rely on software-de�ned radios, photodiodes, scopes,
probes, etc.), can be applied over the Internet, and in some
cases, may endanger devices that do not even contain a
power LED via the power LED of connected peripherals (e.g.,
speakers, USB hub splitters, chargers, and headphones).

B. Increasing a Video Camera's Sampling Rate Using a
Rolling Shutter

We note that the FPS rate supported by the vast majority
of commercial smartphones and security/IP video cameras is
limited to 60-120 FPS which is insuf�cient for performing
cryptanalysis. In order to increase the number of measurements
per second (sampling rate) to a level suf�cient for cryptanaly-
sis, the attacker can exploit the video camera's rolling shutter.

The rolling shutter is an image-capturing method in which
a frame of a video (in video footage) is captured by scanning
the scene vertically/horizontally. When this method is used, a
frame/picture is not actually composed of a single snapshot of
a scene taken at a speci�c point in time but rather is composed
of multiple snapshots taken of vertical/horizontal pieces of
the scene at different times. Fig. 1 visualizes this process:
With a vertical rolling shutter, a sensor's pixels are exposed
and read out row-by-row sequentially at different times from
top to bottom (or left to right) according to a con�gurable
shutter speed (E) which determines the amount of time that
the sensor is exposed to light. Because each row (or a group
of adjacent rows) in a sensor with a rolling shutter is captured
at a different time, attackers can increase the sampling rate
from the camera's FPS rate (60/120 FPS) to the rate at which
rows are recorded, a rate which is based on the shutter speed.

In video-based cryptanalysis, attackers exploit the rolling
shutter to upsample the number of measurements (sampling
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Fig. 2. Upsamling the FPS rate of the video camera to the shutter rate: An
Arduino's LED �ickering at 4 kHz (left) is recorded by a Samsung Galaxy
S22 Ultra using a lens that increases the size of the LED so that it �lls the
entire screen (middle). A frame of the video recorded by the smartphone that
captures the 4 kHz �ickering (right).

rate) obtained from the power LED to a higher rate. This is
done by setting the rolling shutter of the video camera to its
highest speed and zooming the video camera in on the LED,
ensuring that the view of the LED �lls the entire frame of
the video footage. By doing this, the attacker ensures that
all of the time it takes to scan a frame (which is denoted
asS in Fig. 1) is dedicated to obtaining RGB samples of the
power LED. This allows the attacker to upsample the sampling
rate by a few orders of magnitude from the FPS rate (60-120
measurements per second) to the approximate shutter rate of
the video camera (60K measurements per second in an iPhone
13 Pro Max). We note that the measurements are not ideal,
because they are not uniformly sampled across time. As can
be seen in Fig. 1, there are transition periods (demoted byT)
between frames that are not sampled by the video camera and
do not appear in any frame. We consider the rolling shutter
sampling as semi-uniform: The sampling is uniform within a
frame but is not uniform across the video due to the transitions
between frames.

C. Determining the Transition and Scanning Times

We now explain how attackers can empirically determine
the transition and scanning time. We note that in some cases,
the exact transition time and scanning time may be required to
perform some types of cryptanalytic attacks (as demonstrated
later in Section V).

Experimental Setup. We programmed an Arduino Uno to
modulate a 4 kHz �icker using the Arduino's integrated red
LED (using on/off modulation) by turning the power LED on
and off every 250 microseconds. We placed a Samsung Galaxy
S22 Ultra on the power LED and used a lens so that the entire
frame of the video footage would be �lled with the view of
the LED. We used the smartphone's native camera application
and set the video camera's FPS rate at 60 and set the shutter
speed at 1

12;000 .
Calculating the Scanning and Transition Times. The

results of this experiment are presented in Fig. 2. As can
be seen, the frame consists of red lines (which indicate that
the LED was on) and black lines (which indicate that the
LED was off) which result from the �ickering LED. This

experiment shows that the number of measurements obtained
of a power LED by a video camera can be increased by �lling
the frame with the LED and exploiting the rolling shutter
speed. The scanning time can be calculated by multiplying
the time that the �icker was on (250 microseconds in our
experiment) by the number of transitions between the on/off
states in the frame (39 transitions in Fig. 2). In our case, the
scanning time isS = 9 :75 ms. SinceT = 1000

F P S � S, the
transition time of the video camera used in this experiment is
T = 1000

60 � 9:75 = 6:91 ms.
Note that this process can only be performed by attackers

with physical access to a video camera: for example, when
an attacker uses their smartphone to perform the attack,
the attacker can simply perform the steps describe above to
determineT andS. In cases in which the attack is performed
by an attacker over the Internet using a remote video camera,
the attacker would need to purchase the same camera used to
perform the attack in order to empirically determineT andS
(unless such information appears in the video camera's specs).

IV. A NALYSIS

In this section, we analyze the factors that affectvideo-
based cryptanalysis: the bandwidth of the video camera, the
target cryptographic library, the distance between the video
camera and a device's power LED, and the ambient light.
Throughout this section, we used two functions to create a
signal from a given channel (red, green, or blue) from the
video footage:Average � Rows and Average � F rames
(see Algorithm 1).Average� Rows function creates a signal
(time series) from the rows of a video's frames by averaging
the RGB values in each row in a frame to produce a single
value for the signal.Average � F rames function creates a
signal (time series) from the frames of a video by averaging
all RGB values in a frame to produce a single value for the
signal. We note that theAverage� Rows function is mostly
used for video footage that was obtained from a type 2 power
LED, while theAverage � F rames function is mostly used
for video footage that was obtained from a type 1 power LED.

The reason that we used a different function for each case
is due to the noise added to a frame. In a single frame, noise is
present in individual pixels. When the signal is weak, the noise
can overpower the signal. To mitigate this, averaging all pixel
values in the frame (i.e., usingAverage� F rames function)
reduces noise and improves the signal-to-noise ratio (SNR).
However, when the signal is strong, averaging only the rows
(i.e., usingAverage� Rows function) can preserve �ne details
and capture rapid changes, providing better time resolution.
The choice depends on the signal strength and the desired
balance between noise reduction and temporal accuracy.

A. The Captured Bandwidth

First, we examine the bandwidth captured by various video
cameras in response to changes in the intensity of a device's
power LED.

Experimental Setup. We connected a USB hub to a func-
tion generator which was used to modulate a 200-25,200 Hz
frequency scan using 26 sine waves at intervals of 1000 Hz
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